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Abstract

Technologies such as the cloud, information and communications technology (ICT), the Internet of Things (IoT), and wearable wireless
medical sensor networks have brought benefits and opportunities; however, they have also introduced increased risks and challenges.
This paper introduces technology risks, compliance, audits, and privacy. ICT-based assets, cloud, IoT, wearable wireless medical sensor
networks, etc., often suffer from cyberattacks. A compliance audit is often needed. Privacy and security issues can arise in various
areas, including devices, storage, and communication. This paper will also present a case study of integrating technology risks,
compliance, audits, and privacy in the Emerald Healthcare System. Advanced technologies, adherence to compliance, regular auditing,
privacy protection, and related controls for vulnerabilities and cyber risks help Emerald Healthcare System practice robust
cybersecurity.
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Abbreviations: ICT: information and communications technology; IoT: Internet of Things; DL: deep learning; BI: business intelligence; FMEA: failure
mode and effects analysis; FAIR: factor analysis of information risk; [oMT: Internet of Medical Things; ECC: essential cybersecurity controls; RC2AS: risk-
based cybersecurity compliance assessment system; PP-ADV: privacy-preserving authentication with device verification

1. Introduction

Technologies such as the cloud, information and communications technology (ICT), Internet of Things (IoT), big data analytics, and
deep learning (DL) bring up opportunities, benefits, increased risk, and challenges. Auditing, especially real-time auditing, needs a
data-driven approach or data analytics. An organization needs regular auditing and follows standards or regulations for compliance
due to increasing cyber risks. A compliance audit is often needed, requiring the submission of internal control documents to a neutral
auditor outside. Security and privacy are different. Security is the protection against unauthorized access to data or valuable
information. Privacy is regarding user-specific details found in data that must be kept secure [1, 2].

There is a team for collecting large data to view and make decisions about security in most companies with a cybersecurity team.
Besides many tools of business intelligence (BI) and analytics that connect to where the data is stored, there are tools and software
for collecting and managing data in databases and data lakes. There should be contractual requirements for the third party. Clear
contract language is used for managing third-party risks and cybersecurity. It is necessary to have a private addendum or privacy
language in the base contract to meet privacy regulations if customers' private data is shared with a vendor. Secure software
development is the process that puts security directly into the development of software or hardware during its lifecycle. This process
needs to be documented and validated as being followed and internally tested. An on-site assessment is the validation standard of
vendor security controls. Scheduling, investigation, assessment, reporting, and remediation (if required) are the five phases of an on-
site assessment. Much of the on-site assessment can be conducted virtually if tools are available [2].

Riskanalysis is dynamic. It should be regular due to changing situations. Valuable risk analysis is actionable, realistic, and reproducible.
Failure mode and effects analysis (FMEA) is a risk analysis method regarding the failure mode and the effects of failures. Business
impact analysis is used to find the necessary functions of an enterprise and analyze the impacts of an interruption. Factor analysis of
information risk (FAIR) is useful for qualitative and quantitative analysis. A common method of third-party analysis is skipping the
risk analysis and jumping into a gap analysis against the controls that should be in place [1].

The primary purpose of the research in this paper is to deal with the integration of technology risks, compliance, audits, and privacy.
The remainder of this paper will be organized as follows: the second section introduces technology risks (such as cyber risks due to
the adoption of the cloud, 10T /IoMT, wearable wireless medical sensor networks, etc.); the third section presents compliance; the
fourth section introduces audits; the fifth section presents privacy and security; the sixth section is a case study of integrating
technology risks, compliance, audits, and privacy; and the seventh section is the conclusion.
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2. Technology Risks

ICT enables a hospital to provide richer services at a higher level of quality; however, it also expands the cyberattack surface. A smart
hospital has many ICT-based assets, as shown in Figure 1 [3]. Every asset has a cyberattack surface, leading to the exposure of the ICT-
supported hospital to various cyberattacks.
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FIGURE 1: An ICT-based smart hospital.

The loT has been widely used; however, it also causes cyber risks or cyberattacks. Blockchain helps prevent cyberattacks and enhance
cybersecurity. Figure 2 illustrates blockchain and machine learning on the Internet of Medical Things (IoMT). Machine learning is
powerful in data analytics and prediction. The cloud server is used for data processing and storage; it is directly connected to the
healthcare application layer.
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FIGURE 2: Blockchain and machine learning on the [oMT.

A wireless medical sensor network has been presented, as shown in Figure 3 [4]. [t comprises the following parts: wearable medical
sensor nodes (WeMSN), zonal nodes (ZN), central medical server (CMS), local medical server (LMS), and medical/clinical experts.
WeMSN is implanted in patients’ bodies to capture data such as blood pressure and blood glucose levels through the ZN. ZN (also
sensor nodes) aggregate patients’ data from WeMSN. CMS performs massive storage and computation. Besides performing
computation, processing, and storage, LMS implements signature verification during text data transmission and implements
verification after signatures are gathered through the ZN. Medical/clinical experts review data through CMS and LMS, perform
diagnoses, and make decisions on treatment and medication. Medical data transmission is tremendously vulnerable to cyberattacks;
therefore, signatures and verifications are performed to mitigate cyber risks [4].
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FIGURE 3: Wearable wireless medical sensor network.

3. Compliance

Essential cybersecurity controls (ECC) were taken as a baseline to develop a risk-based cybersecurity compliance assessment system
(RC2AS). Various compliance-calculation methods have been compared according to their purposes and uses, which is shown in Table
1 [5]. The method ‘RC2AS weighted compliance’ enables a reasonable and correct evaluation, measuring the present level of
cybersecurity compliance with the ECC.

TABLE 1: Comparison of various compliance-calculation methods.

Methods Purposes and uses

Strict compliance It helps to completely abide by the control & requirements. A weak hole within the control
causes the entity's exposure and prevents the realization of control objectives.

Semi-strict compliance It counts the efforts that have been made to meet requirements by raising the compliance
score of the requirements of control.

Weighted compliance It distinguishes implementation levels & offers a more specific score on implemented
requirements.

RC2AS weighted compliance It has a better understanding of the domain & status of an enterprise by distinguishing
enterprises with various scopes, business functionalities, & criticality levels. It also
includes the risk levels of subdomains.

A conceptual model was developed based on hypotheses to check the influence of an individual’s decision-making style on the
cybersecurity compliance behavior of an employee, as shown in Figure 4 [6]. The cybersecurity compliance behavior is hypothesized
as follows: 1) be positively affected by the employee’s perceived or observed severity (H1), 2) be positively affected by the observed
vulnerability (H2), 3) be positively affected by the self-efficacy (H3), 4) be positively affected by the response efficacy (H4), 5) be
negatively affected by the observed barriers (H5), and 6) be positively affected by the security awareness (H6) [6].
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FIGURE 4: A conceptual model regarding cybersecurity compliance behavior.

lanashscience.com 3


https://lanashscience.com/journal/insights-in-electrical-electronics-engineering
https://lanashscience.com/

C.A. Alexander et al. Insights in Electrical Electronics Engineering

4., Audits

An audit is known as a practice for safety assurance and quality. An audit platform with three layers (database, server, and client) was
developed. There are data grids, an audit calendar, and the function of professional authentication on the audit platform [7]. The
effectiveness of the internal audit of cybersecurity was analyzed. A Cybersecurity Audit Index was used, which consists of three
dimensions (planning, performing, and reporting). It is demonstrated that the index is positively related to cyber risk management
maturity, but it is not associated with the probability of a successful cyberattack [8].

Internal auditors face many expectations regarding data privacy, cybersecurity, and technologies. They should promote new skills
regarding information technology and systems [9]. The HIPAA Audit Program reviews policies and procedures. A HIPAA security and
privacy compliance audit and risk assessment mitigation can be achieved by creating a network [10].

5. Privacy and Security

Privacy issues in IoT include device privacy, storage privacy, and communication privacy. Reliability should be considered for personal
devices. Algorithm encryption can be used to protect storage privacy. Secure protocols should be employed in communication [11].
Privacy-preserving authentication with device verification (PP-ADV) was presented to secure a healthcare system on a 5G network.
Many IoT devices were used to collect patients’ sensitive information, which was processed and stored in the computing system. A
self-compiling system with registration and authentication functions was developed to provide secure diagnosis and treatment in a
digital healthcare system, as illustrated in Figure 5 [12].
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FIGURE 5: A digital healthcare system based on PP-ADV.

A method of privacy assessment was presented that covers six aspects, which are shown in Table 2 [13]. Among the aspects, disclosure
of information is a major focus. Vulnerabilities or threats should be analyzed carefully to choose suitable controls. During the analysis
process, the vulnerability types, description, and data flow interactions should be considered to enhance security and protect privacy.
Table 3 [14] lists controls for mitigating various vulnerabilities.

TABLE 2: Aspects related to privacy assessment.

Threats Security violated Description of threats

Information disclosure Confidentiality Information access without authorization

Privilege elevation Authorization Permitting unauthorized access

Denial of service (DoS) Availability Flooding a targeted machine or resources with requests and
making the machine or resources unavailable to intended users.

Tampering Integrity Data, software, or network modification, fabrication.

Spoofing Authentication Identity pretense, masquerading, e.g., Sybil attack

Repudiation Non-repudiation Denial of action, honest but curious behaviors

TABLE 3: Controls for various vulnerabilities.

Vulnerabilities Controls

Lack of validation in data input Input validation, data integrity

Weak schemes of authentication Authentication

Lack of encryption on data transmission Communication security, encryption

Weak control of remote access Access control

Lack of encryption on sensitive or private data at rest Encryption

Weak credentials transit Encryption, authentication

Lack of physical tamper detection & responses Physical protection

Lack of system hardening Client platform security, physical protection
Possible data repudiation due to Android or iOS applications Non-repudiation, auditing

6. A Case Study

Emerald Healthcare System is a not-for-profit corporation dedicated to developing medical programs, healthcare services, research,
etc. The system’s three hospital campuses, plus several outpatient facilities, offer a broad spectrum of care. Services provided by over
1,550 medical staff members and more than 10,300 employed professionals make Emerald Healthcare System one of the largest
healthcare providers in Texas, USA.
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6.1. Technology risks and diverse pressures due to risks

Technology is exploding in healthcare systems such as the Emerald Healthcare System and has multiple advantages, such as how easily
data is generated, stored, and transferred between systems and facilities. This proliferation in data works well and allows for improved
healthcare management from diagnosis to treatment and better patient care. Cloud computing powers many of these data capabilities
and fosters the potential risk for data access by malicious third parties, especially for cloud-connected medical devices and related
software. Without the appropriate security protocols, connected medical devices may be altered and accessed to change functionality.

Major stakeholders in the Emerald Healthcare System include patients, employers, physicians, pharmacists, etc. It must create a robust
cybersecurity program for all stakeholders; however, it has a shortage of professionals and resources in cybersecurity. Staff members
and employees have a weak awareness of cyber risks, and management tends to function with low levels of effective management.
These problems contribute to the pressures of creating a comprehensive risk management approach.

6.2. Compliance and audits

Compliance for Emerald Healthcare System must include HIPAA and other government standards and ethics compliance. Risk and
compliance leaders must sustain constant pressure to do more with less as they are tasked to meet regulatory requirements and
address an expanded risk agenda while managing costs and increasing efficiency. Compliance and risk management leaders face
increased pressure to be more agile in mitigating evolving risks and enhancing compliance from regulators, internal stakeholders, and
examiners. Tech-driven and data-rich, they must deliver sound, cost-effective risk and compliance programs. Using extensive audit
processes can reduce pressure on managers. Audits are also posited to increase accountability and improve the quality of healthcare
at a facility using systematic monitoring and evaluation.

Several types of audits are used to improve healthcare. They include external audits, used to gain insight into a hospital’s compliance
with external criteria (e.g., accreditation, certification, external peer review, etc.); clinical audits, which are performed as a local
initiative by healthcare professionals; and internal audits, which are most often used in preparation for an external audit.

6.3. Privacy and security

In the Emerald Healthcare System, protecting patients’ privacy is at the core of the staff, providers, and all professionals. If a lack of
privacy causes a leak in patient data, there could be serious consequences, including but not limited to fines, loss of business or job
security, and jail. Patient data is more important and valuable than a Social Security card number or a credit card number. Malicious
actors can sell patient data to third parties, which could prevent the patient from being insured, cause problems with finding a
provider, etc. There are numerous ways to leak patient data in the hospital. This includes spoken words while on a break to a coworker
or visitor, mining the patient record while on your own time, and any other reason a staff member should not be in a patient record.
Data privacy evolved from a regulatory compliance initiative to a customer trust imperative. Emerald Healthcare System can now map
how the primary business value of data privacy programs mitigates risk by ensuring compliance. Mature programs become a strategic
driver of business value and customer trust. Data breaches and cyberattacks are costly, but cyber liability insurance can help cover the

cost of the healthcare system. These costs can include lost income due to a cyberattack, costs associated with notification of those
affected by the breach, costs for recovering compromised data, costs related to damaged systems, and more.

7. Conclusion

ICT-based assets, cloud, 10T, such as [oMT, wearable wireless medical sensor networks, etc., often suffer from cyber-risks and
cyberattacks. Medical data transmission is also tremendously vulnerable to cyberattacks. Blockchain helps prevent cyberattacks and
enhance cybersecurity. An audit is known as a practice for safety assurance and quality. A compliance audit is often needed. Privacy
issues can arise in various areas, including devices, storage, and communication. Advanced technologies, adherence to compliance
(aspects of standards, regulations, technologies, etc.), regular auditing, privacy protection, and related controls for vulnerabilities and
cyber risks help Emerald Healthcare System practice robust cybersecurity.
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