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Abstract

In modern operational conditions of unmanned aerial vehicles (UAVs), the stability and reliability of communication channels are
becoming key factors in the successful completion of missions. Operation in a dynamically changing radio environment, including the
influence of natural interference and electronic warfare (EW), is especially relevant. Traditional communication systems with a fixed
modulation scheme cannot effectively respond to changes in channel parameters, such as signal level, signal-to-noise ratio (SNR), and
the presence of interference. This leads either to excessive errors (with excessive modulation) or to an unjustified loss of throughput
(with increased reliability under good conditions). One of the key areas for improving noise immunity is the cognitive adaptation of
modulation. To study the influence of cognitive adaptation on noise immunity in the UAV communication channel, an original model,
“Base Station-Tropospheric Drone-UAV,” was built using the MATLAB Simulink software. The dependences of the SNR ratio on the Free
Space Path Loss (FSPL) for different types of signal modulation and noise temperatures were obtained. The calculated interrelated
sequences of FSPL, SNR, and modulation were used to adapt the modulation in accordance with changing transmission conditions.
The model was trained on the obtained data and then used for modulation adaptation. Python code is given that uses the Random
Forest Classifier model to predict the modulation type.

Keywords: UAV; interference-proof; relay; tropospheric drone; cognitive adaptation; MATLAB Simulink

Abbreviations: UAVs: unmanned aerial vehicles; EW: electronic warfare; SNR: signal-to-noise ratio; FSPL: Free Space Path Loss; BER: bit error rate; HAPs:
high altitude platforms; Al: artificial intelligence; RL: reinforcement learning; DNN: deep neural networks; AMR: automatic modulation recognition; DL:
deep learning; CSI: channel state information; CR: cognitive radio; DRL: deep reinforcement learning; AMC: automatic modulation classification; ULNN:
ultra-lightweight neural network; VANET: vehicular ad-hoc network; SURF: Speeded-Up Robust Features; OFDM: orthogonal frequency division
multiplexing; MIMO: multiple-input multiple-output

1. Introduction

Modern unmanned aerial vehicles (UAVs) perform a wide range of tasks in conditions that require high reliability and stability of
communication channels [1-3]. In particular, in military, search and rescue, reconnaissance, and monitoring missions, UAVs operate
in an aggressive radio environment with dynamic noise, natural and intentional interference, multipath fading, as well as with the
impact of electronic warfare (EW). Maintaining stable communication in such conditions requires the implementation of intelligent,
adaptive mechanisms for controlling data transmission parameters, primarily modulation [4, 5].

Cognitive adaptation of modulation is relevant and significant. Adaptive modulation schemes, in particular those using cognitive
algorithms, allow changing the modulation type (BPSK, QPSK, 16-QAM, 64-QAM, etc.) in real time depending on parameters such as
signal level, signal-to-noise ratio (SNR), Free Space Path Loss (FSPL), and the current bit error rate (BER). In tropospheric channel
conditions, where there is a high degree of attenuation and signal instability, cognitive adaptation becomes particularly effective [6-
8].

Implementation of such solutions provides an increase in channel capacity due to the use of more efficient modulation schemes and a
decrease in the error rate during channel quality degradation due to the transition to more robust modulation schemes [9].

Tropospheric communication channels of UAVs, characterized by long-range propagation and subject to multipath fading, weather
changes, and interference, require reliable mechanisms that are resistant to interference [6]. Traditional fixed modulation schemes
are often insulfficient in such changing conditions. Cognitive radio and adaptive modulation systems controlled by real-time sensing
and learning mechanisms allow UAVs to dynamically adjust communication parameters based on feedback from the environment. A
review by Santana et al. [4] highlights the potential of cognitive radio techniques for UAVs. Adaptive modulation integrated with
cognitive frameworks allows UAVs to select optimal modulation levels in response to channel quality metrics such as SNR and BER.

Tropospheric propagation used in UAV relay networks or high altitude platforms (HAPs) involves signal transmission through the
lower atmosphere, which results in fading, scattering, and interference from various sources [6]. The main challenges include dynamic
SNR variations due to distance and weather, multipath propagation, fading effects, and interference. Under such conditions, static
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modulation results in either suboptimal throughput or excessive BER. A modulation scheme that adapts based on the current FSPL
and SNR is needed.

Recent approaches in artificial intelligence (AI) and decision-making use machine learning and reinforcement learning (RL) to
perform modulation classification, channel estimation, and adaptive switching [10]. These models can be trained on labeled datasets
of FSPL, SNR, BER, and modulation types and deployed onboard UAVs with low-latency inference capabilities. Popular Al models for
cognitive modulation include Random Forest Classifier for low-complexity, real-time decision-making, deep neural networks (DNN)
for complex, nonlinear mapping, and Q-learning for self-adaptive strategies in unknown environments.

The contribution and novelty of our research lies in the interdisciplinary approach to solving one of the key problems of modern
unmanned aerial interactions - ensuring interference-resistant data transmission in the conditions of electronic countermeasures and
an unstable radio environment. We used radio engineering to model channel loss, SNR, and tropospheric coupling characteristics.
Communication theory was used to select modulation schemes and calculate noise immunity. Programming consisted of implementing
models in MATLAB and Python. Machine learning was used to train a classification model (Random Forest Classifier) for modulation
adaptation. In addition, systems engineering combined everything into a single simulation platform.

The main elements of scientific novelty include the following. Unlike traditional fixed or threshold modulation schemes, this work
implements an approach in which the choice of a modulation scheme is made dynamically, based on current channel conditions.
Machine learning (Random Forest Classifier) is used, which allows adapting the modulation more accurately and quickly than when
using fixed correspondence tables.

An original simulation model has been developed in MATLAB Simulink, reflecting the features of a real communication channel using
a tropospheric repeater. This allows us to study the effect of free space losses, noise levels, different types of modulation, and
transmission errors.

The integration of modeling in MATLAB with machine learning in Python was implemented. The physical channel parameters obtained
from Simulink were combined with analytical methods in Python. This allowed us to build a training sample including dependencies
between FSPL, SNR and modulation, apply a Random Forest Classifier to classify modulation based on channel input data, and predict
modulation for new values that were not included in the training sample.

The rest of the paper is organized as follows. Section 2 considers related works. Section 3 describes the tropospheric channel model
and presents results. Section 4 considers cognitive adaptation of modulation. Section 5 provides conclusions.

2. Related Works

The aim of the paper by Xiao et al. [10] is to generalize the related algorithms for the combination of automatic modulation recognition
(AMR) technology and deep learning (DL) technology in the physical layer of communication. The advantages of the modulation
recognition algorithm based on DL are discussed. The traditional AMR method is presented, and the application of the DL algorithm
in AMR is described. An identification method based on a typical DL network is presented. The existing DL modulation identification
algorithm in a small sample environment is summarized. The problems in this area and future research directions are identified.

In the paper by Khan et al. [11], adaptive modulation is used under different SINR and link distance to minimize BER, improve
throughput, and efficiently utilize the available bandwidth. The effects of additive white Gaussian noise, Rayleigh and Rice fading
channels on the performance of different modulation schemes are studied. The simulation results show that our proposed technique
optimally improves BER and spectral efficiency in long-range communication compared to fixed modulation schemes under adjacent
channel interference from surrounding base stations. The results show that the performance of fixed modulation schemes is suitable
only under either high SINR and short distance or low SINR and long distance.

Millimeter-wave UAVs face the problem of the Doppler effect, and the rapidly changing channel with the ground over time may result
in outdated channel state information (CSI) from the channel estimate. In the paper by Yang et al. [12], two detectors are presented to
demodulate the received signal and obtain the instantaneous BER in the UAV link. Based on the developed detectors, an adaptive
modulation scheme is proposed to maximize the average transmission rate under imperfect CSI by optimizing the data transmission
time, considering the maximum allowable BER. Power control is combined with adaptive modulation to minimize the transmission
power while maintaining both the BER below the threshold and the maximum average transmission rate. Numerical results show that
the proposed adaptive modulation scheme can maximize the time-averaged transmission rate while saving up to 50% of the energy.

The paper by Zhou et al. [13] presents an overview of intelligent jamming defense methods. The concept and characteristics of
intelligent jamming capabilities are defined. The initial design of the architecture of an intelligent jamming defense system is
presented. The development of intelligent jamming is discussed, and the progress from early adaptive jamming defense methods to
more recent achievements based on game theory and machine learning is traced.

The aim of the study by Rahmayanti [14] is to analyze a modulation scheme that can intelligently select a suitable modulation model
to achieve high SNR and throughput efficiency in wireless networks using a DNN approach. The Al-driven Python simulations on BPSK,
QPSK, 16-QAM, and 64-QAM modulation are used to determine the SNR and QoS obtained by both traditional approaches and the
DNN. It is concluded that the Al-driven system using a DNN can dynamically adapt to determine the modulation model according to
the user's environment, improve spectrum efficiency and throughput, and increase the SNR, which can automatically improve the
network utilization efficiency.

In the paper by Zhang et al. [15], a mobile swarm relay UAV architecture is presented that extends the coverage area of the ground
base station and increases the throughput. A swarm of drones designed to probe and collect data using cameras and/or sensors
installed on them uses a powerful relay UAV to transmit data to the ground. A genetic algorithm (e-MOGA) is used to maximize the
delivered data and minimize latency. The simulation results show that the proposed mobile relay is capable of delivering more data.

The study by Yan et al. [16] considers an agile cognitive radio (CR) system based on spectral availability technology, which enables
secondary networks to efficiently utilize idle spectrum resources for information transmission by actively sensing the spectrum usage
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of primary networks. It is proposed to introduce drone technology into the CR system to enhance its adaptability, which ensures the
transmission efficiency of UAV networks at low altitudes. Maximizing the average transmission rate is achieved by jointly optimizing
secondary UAV trajectories, primary UAV trajectories, secondary UAV beamforming, sub-channel allocation, and sensing time. For this
purpose, deep reinforcement learning (DRL) algorithms are used to optimize these variables. To solve the problem, the Dueling DQN-
Soft Actor Critic algorithm is proposed. The simulation results show that the proposed approach significantly improves the
performance of the CR system compared with traditional baseline schemes. The study combines drone technology and DRL
algorithms, bringing new possibilities for the future development of cognitive communication systems.

Existing DL-based automatic modulation classification (AMC) methods cannot be directly applied to the UAV platform with limited
computing power and memory. In the paper by Wang etal. [17], lightweight DL-based AMC networks are studied to improve adaptivity
in resource-constrained cases. To solve this problem, an ultra-lightweight neural network (ULNN) is proposed. The experimental
results show that ULNN can achieve high recognition accuracy while maintaining the lightweight nature of the model, and is suitable
for the UAV platform with limited resources.

In the paper by Raza et al. [18], cognitive radio technology is implemented in a drone-enabled vehicular ad-hoc network (VANET). The
model uses licensed spectrum without interfering with the primary user and relies on line-of-sight communication between drones
and vehicles. The Speeded-Up Robust Features (SURF) channel selection strategy is applied to determine the most suitable channel
from the available options. SURF selects the channel based on the primary user activity and the number of cognitive users. The results
show that SURF outperforms other methods in terms of delivery ratio and interference to the primary user.

The paper by Davey et al. [19] uses multi-task learning and develops a branching architecture for an autoencoder with a tunable
algorithm to train the transmitter and receiver for adaptive modulation and coding. The paper demonstrates improvements in block
error rate over traditional methods in an additive white Gaussian noise channel and analyzes the performance of the model in Rayleigh
fading channels. The results of the study extend end-to-end learning approaches to the design of adaptive wireless communication
systems.

In the paper by Manzoor et al. [20], time-domain and frequency-domain SNR estimation algorithms are presented that use a modified
constant-amplitude zero-autocorrelation synchronization preamble. These SNR estimators are invoked in an orthogonal frequency
division multiplexing (OFDM) system using multiple-input multiple-output (MIMO) block coding. These SNR estimators are compared
with a reference SNR estimator based on the frequency-domain preamble.

3. Description of UAV Tropospheric Channel Model

The tropospheric communication channel was analyzed using an original model designed on the basis of the IEEE 802.11a standard
and the MATLAB Simulink demo model commwman80211a. The model (Figure 1) consists of a “base station” transmitter (Figure 2),
“uplink/downlink”, “tropospheric drone” transponder, “UAV” receiver (Figure 3), and “adaptive modulation control”. This paper is
devoted to the consideration of a “free path loss with phase/frequency offset” type of link.

Parameter settings for the model are the following: Viterbi traceback depth is 34, hysteresis factor for adaptive modulation (dB) is 3,
number of OFDM symbols per transmit block is 20, 200, 400, and 1000, number of OFDM symbols in training sequence is 4, low-SNR
thresholds (dB) vectoris [10 11 14 18 22 26 28].

In the communication channel of this model, random data is generated at a bit rate that varies during the simulation. The data is then
encoded and modulated using one of eight schemes specified in the standard. OFDM data transmission is performed using 52
subcarriers, 4 pilot signals, 64-point fast Fourier transforms, and a 16-sample cyclic prefix.
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FIGURE 1: “Base Station-Tropospheric Drone-UAV” channel.
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FIGURE 3: “UAV” receiver.

The data rate is selected based on the SNR estimation, which determines the choice of modulation scheme and convolutional code.
The highest throughput mode that achieves the desired (zero) packet error rate is used. To determine the appropriate thresholds, the
simulation is often run multiple times, changing the values of the low SNR threshold parameter. The packet error rate calculator shows
the packet error rate as a percentage and should always be zero during the studies.

The phase/frequency offsets in the uplink/downlink and tropospheric drone were assumed to be zero. The tropospheric drone
amplifier had a linear gain of 10 dB. The relationship between the antenna gain K, the antenna diameter D, and the wavelength is
determined by the relation K = n-(tD/A)2, where 1 is the antenna efficiency. The following model parameters were set: 1 = 1, the gain
factors of the antennas of the tropospheric drone and UAV were taken to be 1.55 (antenna diameter ~ 0.2 m at a frequency of 1 GHz),
the gain factor of the base station transmitter antenna (Figure 2) was taken to be 7.8 (antenna diameter ~ 1.0 m at a frequency of 1

GHz).

The dependence of SNR on free space loss for different modulation modes and noise temperatures is shown in Figure 4. During the
simulation, the packet error rate was maintained at zero by changing the modulation type (using SNR estimation and adaptive rate
control). SNR was changed accordingly. Free space loss values on the path were changed simultaneously in the uplink and downlink
channels.
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FIGURE 4: SNR dependences on Free Space Path Loss for different modulation modes.

The data in Figure 4 were obtained with the model parameters described above and show what SNR values should be used and which
modulation type should be used to transmit error-free packets (PER = 0) for the given FSPL and noise temperature.

For the free space loss values marked with arrows, the modulation type and data rate change: BPSK 1/2 (6 Mbps), QPSK 1/2 (12
Mbps), QPSK 3/4 (18 Mbps), 16QAM 1/2 (24 Mbps), 16QAM 3/4 (36 Mbps), 64QAM 2/3 (48 Mbps), and 64QAM 3/4 (54 Mbps). As
can be seen, the noise temperature significantly affects the results.

As follows from the data in Figure 4, the UAV tropospheric communication channels stop working for different free space loss values.
For example, at a noise temperature of T = 20 K (290 K), the channels “close” with losses of 134 dB (128 dB). Table 1 summarizes the
results obtained, which will be further used for cognitive adaptation of modulation.
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TABLE 1: Dependence of SNR on Free Space Path Losses (FSPLs) for different modulation modes.

FSPL (dB) Modulation SNR (dB) | Bit rate (Mb/s)
Noise temperature
20K 290 K 20K 290 K 20K 290 K 20K 290 K
136 - 1 - 5 - 6 -
135 - 1 - 5.5 - 6 -
134 - 1 - 6.7 - 6 -
133 - 1 - 7.3 - 6 -
132 - 1 - 8.3 - 6 -
131 - 1 - 8.9 - 6 -
130 - 1 - 9.8 - 6 -
129 - 2 - 10.6 - 6 -
128 - 2 - 11.7 - 6 -
127 - 2 12.8 - 9 -
126 - 3 - 13.7 - 12 -
125 - 4 - 14.4 - 12 -
124 124 4 1 15.8 5.3 12 6
123 123 4 1 16.7 5.9 12 6
122 122 4 1 17.5 6.8 18 6
121 121 4 1 18.8 7.7 18 6
120 120 4 1 19.2 8.3 18 6
119 119 5 1 20.3 9.4 24 6
118 118 5 1 21.7 10.06 24 6
117 117 5 2 22.5 11.07 24 6
116 116 5 2 23.5 12.5 24 6
115 115 5 2 24.6 13.1 24 9
114 114 6 3 25.8 13.9 36 12
113 113 6 3 26.7 14.9 36 12
112 112 6 4 27.8 16.1 36 12
111 111 7 4 28.5 16.8 48 18
110 110 7 4 29.2 17.6 48 18
109 109 8 4 30.5 18.6 54 18
108 108 8 4 31.5 19.6 54 18
107 5 20.9 24
106 5 22.0 24
105 5 23.2 24
104 5 23.9 24
103 6 24.6 36
102 6 25.9 36
101 6 26.8 36
100 6 27.6 36
99 7 29.0 48
98 7 29.8 48
97 8 30.9 54
96 8 32.2 54

Notes: 1 - BPSK1/2,2 - BPSK 3/4,3 - QPSK 1/2,4 - QPSK 3/4,5-16-QAM 1/2,6 - 16-QAM 3/4, 7 - 64-QAM 2/3, 8 - 64-QAM 3/4:a
number of OFDM symbols per transmited block is 1000; PER=0; phase/frequency offset is 0; satellite linear amplifier gain is 1; all
antennas gain is 1.

4. Cognitive Adaptation of Modulation

Cognitive adaptation refers to the ability of a system to adapt its functioning or performance characteristics in response to changes in
the internal state or external environment based on encoded knowledge. Many existing methods cannot be directly applied to the UAV
platform with limited computing power and small memory due to the contradiction between accuracy and efficiency. For the future
development of cognitive communication systems to improve adaptability in resource-limited scenarios, we propose the following
scheme for cognitive adaptation of signal modulation.

From the simulation data shown in Figure 4 and Table 1, it follows that changing the data transmission conditions in the upstream
and downstream channels leads to an increase or decrease in the free space loss FSPL. These changes are reflected in the SNR values
in the channel (Figure 1), which determine the current modulation in the channel. In fact, there are three step-by-step interconnected
sequences of FSPL, SNR, and modulation, which can be used to adapt the modulation in accordance with changing transmission
conditions. In this case, we will use the calculated dependencies, and in reality, the UAV can use the SNR values in the channel and
adapt the modulation type accordingly.

Atthe first stage, we will create the program code that will simulate the change in FSPL, SNR, and modulation during data transmission,

starting from the value of FSPL = 136 dB, which will decrease by 1 dB every minute. The text of the program is given in Supplementary
Appendix 1, and the result of its operation is shown in Figures 5-7.
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FIGURE 7: Dependence of MODULATION on time.

At the second stage, we will implement cognitive adaptation of the modulation using the information about changes in the internal
state (SNR) and external environment (FSPL) stored in the UAV memory based on the obtained data (Figure 4 and Table 1).

We create and train a model to predict the MODULATION value based on the specified FSPL values, which simulate real changes in
conditions in the upstream and downstream channels. The corresponding Python code is given in Supplementary Appendix 2. A
Random Forest Classifier is used, which guarantees integer predictions of MODULATION classes and eliminates the need for rounding.
The classification model fits better because MODULATION is a categorical parameter.

As an example, when transmitting data, the FSPL values will change every minute as follows: FSPL = [129 128 127 126 125 125 114

111 109 108 119 118 126 129 136 135 134] dB. Using the trained model, we find the corresponding MODULATION values (Figure
8).
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5. Conclusion

This study is a contribution to the field of increasing the noise immunity of UAV communication channels in unstable radio
environments and active electronic countermeasures. The main novelty lies in the use of an interdisciplinary approach that combines
radio engineering modeling, communication theory, programming, machine learning, and systems engineering.

Unlike traditional schemes with fixed modulation or simple threshold transitions, the proposed approach involves cognitive
adaptation of modulation in real time. The use of machine learning provides a more accurate and flexible choice of modulation adapted
to current channel conditions, which minimizes the number of errors and increases channel capacity without losing stability.

The developed original model in MATLAB Simulink with a tropospheric repeater made it possible to study the effect of free space
losses, modulation types, and noise temperature on channel characteristics. Synchronous data processing in Python made it possible
to form a training sample and test the model.

The conducted study allows us to conclude that cognitive adaptation of modulation significantly improves channel noise immunity,
especially when operating in conditions of variable signal levels and EW. Using the Random Forest algorithm allows for modulation
classification with high accuracy and minimal delays, which is important for UAVs in real time. The integration of MATLAB Simulink
and Python expands the capabilities of simulation modeling and allows for an effective combination of a physical channel model with
intelligent adaptation. The proposed architecture can be the basis for building intelligent UAV radio systems capable of autonomously
controlling transmission parameters depending on the environment.

The practical application in autonomous systems is that the developed approach can be integrated into communication systems of
autonomous UAVs and drone swarms, emergency communications, military and reconnaissance missions, where fast and reliable data
transmission is important in conditions of severe electronic pressure.

Further research will focus on federated learning for distributed UAV swarms, taking into account real atmospheric conditions and
integration with 6G communication architectures.
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